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Your business may have hundreds 

or even thousands of APIs 

working behind the scenes to 

carry information back and forth 

between users and applications.  

applications.

the payment with a financial institution. Whew, 
that’s a lot of APIs!

While APIs are inherently a good thing, they are 
not inherently secure. Every API request, if not 
properly secured, has the potential to be hacked 
and used to insert malicious code, gain unautho-
rized access to files, or steal customer data. To-
day, APIs represent the most common vector of 
attack for cybercriminals. And no wonder: Even 
a single unsecured API can bring down an entire 
business by providing lateral access to millions of 
customer records.

What is an API and why is it a security risk?

Application programming interfaces, known as 
APIs, are the coding glue that holds together us-
ers, applications, and data. Without an API, your 
web browser wouldn’t be able to communicate 
with your favorite websites, your mobile bank-
ing application wouldn’t be able to connect to 
your bank account, you wouldn’t be able to read 
emails on your mobile phone… well, you get the 
point. Digital interactions would simply fall apart 
without APIs.

Your business may have hundreds or even 
thousands of APIs working behind the scenes to 
carry information back and forth between users 
and applications. In a single digital transaction, 
there can be dozens of APIs involved. A sim-
ple e-commerce transaction, for example, will 
have one API responsible for displaying a web 
page in the browser, another for authenticating 
the user’s password, a third for personalizing 
the web page upon log in, a fourth for pulling 
products from inventory and placing them in 
a shopping cart, a fifth for calculating tax and 
shipping, and, of course, an API to authenticate 
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API attacks increased

348%
in the first half of 2021 

In 2021, exercise equipment manufacturer  
Peloton publicly stumbled when it was discovered 
that their unsecured APIs allowed hackers to steal 
customers’ personal information. The company’s 
failure to quickly address this security issue has 
been cited as one of the reasons why Peloton’s 
stock value fell sharply last year.

These examples are just the tip of the iceberg. 
According to one study, over 90 percent of APIs 
expose some kind of personal or sensitive data.2 
Add to that the fact that many companies don’t 
have an API security strategy, and it’s easy to see 
why cybercriminals are increasingly focused on 
API-based exploits.

Real-world examples 
of API attacks

API attacks increased 348 percent in the first 
half of 2021.1  There are several reasons for this 
exponential rise. The proliferation of cloud-
based applications is one factor, due to the 
growing number of APIs needed to support 
cloud services. The transition to a remote 
workforce, which has been dramatically accel-
erated by Covid-19, is another factor. A third, 
and perhaps the most important, factor is that 
cybercriminals have been very successful to 
date exploiting API-based vulnerabilities.

In 2018, Facebook made the news for all the 
wrong reasons when it was disclosed that 
hackers had stolen personal data from tens of 
millions of Facebook customers by hacking an 
API used by one of Facebook’s partners, Cam-
bridge Analytica. In addition to lost credibility, 
Facebook ultimately paid over $600 million in 
fines for the breach.

In 2019, the popular banking app Venmo was 
hacked, allowing the hackers to “scrape” millions 
of financial transactions from Venmo’s records. 
How did the cybercriminals do it? Venmo had 
apparently set its APIs to “public” setting, which 
effectively allowed hackers to use the APIs to 
gain access into their transactional systems.
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There are a lot of ways that APIs can be compromised and weaponized. In order to protect against 
the most common API attacks, the Open Web Application Security Project (OWASP) has developed 
a list of the ten biggest security risks for APIs. Here’s a look at the list as it stands today:

1 Broken object-level authorization
APIs need object identifiers to identify and 
protect sensitive information. Without these, 
developers will fail to put the right security 
safeguards in place, leaving sensitive data 
exposed to hackers. 

2 Broken user authentication
Maybe you haven’t updated your API user 
authentication in a while. Maybe your APIs 
don’t require authentication. In either case, 
making sure that APIs take advantage of 
strong user authentication is important. 

3 Excessive data exposure
APIs sometimes share more information 
than needed, such as a user’s location. This 
not only makes APIs a more attractive target 
for cybercriminals but can end up making 
matters worse when an API is breached. 

4 No rate limiting
If companies don’t set rate limits for pass-
word attempts and other login activities, 
they expose APIs to brute-force attacks.  

5 Broken function-level authorization
Setting role-based access privileges limits 
the kinds of information that cybercriminals 
can access in the event that an API is hacked.

6 Mass assignment
When not properly secured, APIs can allow 
users to assign their own privileges or bypass 
security measures such as email verification.  

7 Security misconfiguration
If API security settings aren’t configured 
correctly by developers, they can be easily 
exploited by cybercriminals once the API is 
in production use.

8 Injection
In order to prevent hackers from injecting 
malicious code in APIs, there should be a 
method or tool in place for security teams to 
inspect the contents of API messages..  

9 Improper asset management
Given the vast number of APIs, it’s not 
uncommon for companies to have APIs that 
are outdated or not updated still active. Most 
companies don’t have a clear picture of their 
API inventory.

10 Improper asset management
 Given the vast number of APIs, it’s not 
uncommon for companies to have APIs that 
are outdated or not updated still active. Most 
companies don’t have a clear picture of their 
API inventory.

How are APIs attacked?
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Every API is a potential 
threat vector

3 Do a regular API check-up

Are you still using that API? Are the ac-
counts linked to that API still valid? Doing a 
periodic review of APIs and accounts is an 
important part of good security hygiene.

4 Watch your API integrations.

As you integrate more APIs into your busi-
ness, it’s critical to track these integrations 
and automate the review process for the ac-
counts and privileges associated with them.

4 things you can do right now 
to protect your APIs

Every API is a potential threat vector. Therefore, it’s important to have an API security strategy in place. 
Since you can’t protect what you can’t see, creating an accurate and up-to-date inventory of your APIs 
should be task number one. Once you know where to look, the next step is to know what to look for—
identities, activities, anomalies, etc. To help you get started, here are four things you can be doing right 
now to secure your APIs.

1 Tighten up your access privileges

APIs have a job to do, but not every job 
requires the same access to those APIs. 
Applications should have the right ac-
cess to APIs, which may mean more or 
less data access (depending on the ap-
plication) or different access privileges. 
Make sure service account API permis-
sions track to their needs and roles.

2 Don’t put too much power in the 
hands of APIs

As a general rule, it’s not a good idea to 
store accounts with API access in “highly 
privileged” groups (e.g., domain admin-
istrators). In the event the account is 
hacked, hackers would then have access 
to both broad privileges and potentially 
broad access to data.
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How can Zilla help secure 
your APIs?

Automation and visibility. They’re the two most powerful tools you can have in protecting your APIs. 
True visibility enables businesses to inventory and assess APIs and accounts wherever they live: in the 
data center, in the cloud, or in the shadows. With automation, businesses can eliminate the manual pro-
cesses that make API management a chore and allow IT teams to enforce security policies quickly and 
consistently across their entire API ecosystem with confidence.

Zilla’s security platform is designed to give businesses exceptional visibility into APIs and simple, 
powerful automation tools to secure their APIs. With Zilla, you can instantly view API accounts and 
permissions throughout your business (even your applications hosted in the cloud), analyze your API 
integrations, and automate workflows to periodically assess API security including vulnerabilities and 
anomalies.

It’s easy to lose sight of API security in the course of everything else that businesses need to protect. 
But be warned: cybercriminals won’t lose sight of them. They are laser-focused on exploiting vulnerable 
APIs and accounts as a means to steal information, disrupt business, and damage your reputation. Zilla 
Security helps you lock down your APIs and protect your business without adding layers of complexity 
or hours of labor.

Talk to Zilla today, and find your inner peace and API-ness with us.

Sources

(% Salt Security

Learn More

http://www.zillasecurity.com

